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Executive Summary 

 

 

We are entering the second half of the Internet Age, the digital and the intelligence era. Using  

Next-generation technologies like Internet of Things (IoT), Blockchain technology and more, 

these businesses improve operations and achieve game-changing outcomes. They invent new 

business models and put old ones online. They empower transportation, healthcare, logistics, 

warehousing, supply chain and many others.   

 

Traditional centralised Internet of Things system suffers from high connective costs and poor 

business models. Meanwhile, with data collection techniqueôs continuously developing, 

privacy leakage remain exists and even is getting worse. The publicôs growing security 

concern requires for a reliable privacy protection mechanism that would not hinder the 

sharing and flowing of data.  

Cyber-Physical Chain (CPChain) deeply integrates blockchain with Internet of Things (IoT) 

to realise a decentralised and trusted brand-new distributed IoT systems. It can reduce the 

cost of system interconnection, increase the value of data sharing, and ensure user privacy 

and system security. CPChain focuses on the scalability, security and real-time issues that 

blockchain faces in the Internet of Things industry. By combining the three technologies: 

blockchain, Internet of Things and distributed encryption storage and computing, it builds a 

new generation of Internet of Things, which can provide entire solutions for data acquisition, 

sharing and application in IoT industry. CPChain focuses on multi-party data transactions and 

IoT-big-data-based Artificial Intelligence (AI) decision-making applications, establishes 

multi-faceted trust and heterogeneous data interconnection, and solves the pain points in the 

industry. Moreover, an explosive and innovative business model of a new generation of data 

sharing is built based on CPChain. 
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1. Overview  

 

1.1 Internet of Things: Current Stage and Pain Points  

 

1.1.1 Internet of Things: Industry Requirement and Market Overview  

 

Internet of Things (IoT) is a major development and revolutionary opportunity in the 

information field. It highly integrates advanced information technology, communication 

technology, sensor technology and computer technology to establish a global dynamic 

network infrastructure. All smart objects (RFID tags, sensors, smartphones, wearable devices, 

etc.) are interconnected and all information and data are shared and transmitted for full 

awareness, reliable delivery and intelligent processing. 

 

Internet of Things is all about bridging the real world with the virtual data world. According 

to Gartner, a well-known market research company, IoT devices will outnumber 26 billion 

by 2020, and the revenue streams of IoT products and services are expected to reach $300 

billion. IoT is playing an increasingly essential role in the seamless data integration and data 

value chain formation. 

 

1.1.2 The Challenges in Centralised Architecture of Internet of Things Systems 

 

Currently, the IoT adopts the centralised technology and operation mode in the fields of smart 

mobility, smart home and healthcare, i.e. the "data silo" IoT architecture, and faces the 

common problems in connection costs, trust, data value and business models. 

 

Technology Challenges  

 

Low compatibility : Many IoT Systems are poorly designed and implemented, using diverse 

protocols and technologies that create complex and sometimes conflicting configurations. 

 

Inefficient architecture:  In recent years, as the price of components such as computing 

devices, storage devices and sensors has declined, IoT devices are exploding. However, the 

existing IoT solutions are expensive because of the diverse protocols and architectures. The 
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data centres are built for one single project and each IT system has its own management tools 

and databases, forming an isolated island of information in the era of billions of connected 

devices. In conclusion, the industry is highly fragmented.   

 

High cost: Most of IoT devices have long life cycles and the profit is far lower than that of 

intelligent terminals with fast consumer goods properties, such as PCs and smartphones. But 

the manufacturers need to maintain the corresponding IT systems for the long term and the 

profits are not enough to support maintenance costs. Therefore, the equipment manufacturers 

are unsustainable. 

 

Low scalability: The existing IoT device and technology do not meet the growing 

complexity and interconnectivity requirements, leave scalability issues.   

 

User Data Privacy Concern 

 

Privacy concern. The internet needs to be built on trust. Events such as Snowden also prove 

that "trusted third parties" are not 100% trustworthy. People have lost much of their privacy 

ever since the internet came into the big data age. Therefore, at the beginning of the 

development of the Internet of Things, privacy must be integrated into the IoT infrastructure 

to ensure that users enjoy more convenient and smart services without revealing their 

personal information, and allowing users to truly own the data they create and its value. In 

addition, the concept of "closed is safe" in the current centralised architecture is out of date. 

The new technology represented by the blockchain is building a brand-new "open is secure" 

interconnection of all things. 

 

Data ownership. As the Big Data Era is here, monetize data-driven capabilities are 

important. A few enterprises employ a series of IoT devices to gather users data, develop 

smarter algorithm to provide customised services, and grow their revenue streams 

consequently. Data is mostly held by a few big platforms. Meanwhile, the General Data 

Protection Regulation (EU) became enforceable in May 2018, which illustrates the general 

trend of giving control to individuals over their personal data. A blockchain-IoT convergence 

system could protect personal data ownership while realise data value.  
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Data incentive. Personal data would be the main source in a foreseeable future. Most people 

are not bothered to gather and manage their own data without proper incentives. Individuals 

to data economy, is like cells to organism; it is fundamental. Getting used to collecting, 

managing and applying personal data among the majority of individuals is the prerequisite to 

boost data economy. The current situation is that big enterprises held most of data-generated 

revenue. Individuals should have been motivated and rewarded, as people are the main data 

contributors. Only with appropriate incentive mechanism, individuals would be motivated 

and contribute more valuable data, while organisations and enterprises would have a greater 

database.  

 

Data value. IoT systems generate large amounts of data at all times. These data are of great 

value in both commercial applications and research fields. For example, based on traffic 

travel data, deep learning is used to train more accurate and efficient path planning 

algorithms. Medical care organizations can design more customized care plans using sensor 

data such as cameras to more accurately determine the patient's condition. However, under 

the "chimney-shaped" island system, a large amount of traffic data is held by a few 

centralised platforms, in which case efficient interconnection cannot be achieved. Small and 

medium-sized companies cannot take advantage of these resources, and universities and other 

research institutions have difficulty in obtaining high-quality data sets, which seriously 

hinders the progress of scientific research and the value of the data cannot be fully reflected. 

In addition, most of the IoT devices connected to the Internet alone is meaningless. Only 

comprehensive analysis of big data will create value. If the data cannot be connected, the 

value cannot be thus delivered. 

 

Business model. Networking, computing, storage and other functions of IoT devices bring 

about an increase in costs. But for most of the traditional devices such as sensors, networking 

is not the core function, and relying on the mode of selling hardware alone cannot support the 

huge overhead incurred by the long-term maintenance of corresponding IT system. Under the 

current centralised architecture, most manufacturers cannot make full use of the IT function 

system of the IoT device, and the business model is simply selling user data. This is allegedly 

infringing upon the rights and privacy of users. With the IoT system further development and 

openness and usersô safety awareness, the current business model will certainly usher in 

change. 
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1.2 Blockchain Technology Brings New Potential to the Internet of Things  

 

As an emerging technology, blockchain has shown its great potential in solving data security 

and privacy issues. At present, many researchers and enterprises have introduced blockchain 

technology into more and more fields. Among them, the combination of the Internet of 

Things and the blockchain is one of the most promising directions. Blockchain technology 

has the opportunity to reshape its basic structure and solves a series of challenges in the 

current centralised "chimney" system. 

 

Significantly reduce the cost of equipment interconnection 

The core concept of Blockchain technology is distributed ledger, that is, an open, distributed 

database maintained by multiple parties. Based on the blockchain, we can build a 

decentralised and distributed IoT data platform, which can effectively solve the "isolated data 

island" problem. Manufacturers no longer need to establish a complete set of data solutions 

for their single products, significantly reducing the cost of equipment interconnection and 

post-IT system maintenance. Therefore, the decentralised IoT system, based on the 

blockchain technology, is sufficient to carry tens of billions of connected device data. 

 

Significantly protect privacy 

The biggest advantage of blockchain technology lies in the security of privacy brought by 

decentralization. Without any third-party controlling user data, there is not a large amount of 

data stored in a centralised data centre, which reduces the risk of hacker attacks and 

malicious disclosure. The Internet of Things based on blockchain is a fully open and secure 

decentralised system for users to control their own data and protect their privacy and 

interests. 

 

Realizing the share of data 

The blockchain-based IoT system is a peer-to-peer decentralised network where all 

participants can participate equally in the data sharing process. All users can authorize their 

own data access, data applications and legally get a large number of valuable data at a lower 

cost from service providers, and on this basis to create more intelligent services, to realise the 

value transfer through the real-time data flow. 
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Create brand-new business model 

Blockchain technology changes the roles of users, IoT devices and vendors in the IoT system. 

Unlike the current centralised architecture, users in the new IoT system can dynamically 

develop data authorization mechanisms and interaction rules with devices, etc. Not only does 

the device perform a single function. The blockchain not only simply interconnects the 

device, but also enables devices to interact with each other autonomously. Vendors no longer 

need to maintain hundreds or thousands of IT systems in different systems. Changing roles 

will attract more participants, reshape market rules and create entirely new business models. 

 

1.3 IoT-Blockchain System: Market and Application Forecast 

 

A blockchain-based decentralised approach to IoT networking would solve many of the 

traditional IoT systemôs issues. Adopting a standardized peer-to-peer communication model 

to process the hundreds of billions of transactions between devices will significantly reduce 

the costs associated with installing and maintaining large centralised data centres and will 

distribute computation and storage needs across the billions of devices that form IoT 

networks. This will prevent failure in any single node in a network from bringing the entire 

network to a halting collapse.  

 

Research and Markets, a well-known research institute, recently published a report about 

blockchain market. It is estimated the total value of the blockchain-IoT market will increase 

from $113.1 million in 2010 to $3.021 billion in 2024, marks a 92.92% compound annual 

rate.  

 

The key drivers of the blockchain-IoT market include: 

- The increasing amount of IoT devices; 

- The increasing demand for networkôs safety and stability; 

- The increasing demand for operations effectiveness and efficiency; 

- Blockchain IoT marketôs potential opportunities; 

- Smart contract and digital identificationôs potential usage.  
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1.4 Commercial Blockchain Systems Are Facing Scalability Issue  

 

Although blockchain technology brings a high degree of security and privacy, scalability is 

the bottleneck of its application to large-scale industrial systems. The existing blockchain 

system architecture is not enough to support the demand of high- throughput, high-

concurrency commercial systems.  

 

High cost of data storage and calculation 

Blockchain is a decentralised database maintained by a large number of nodes. Data keeps 

adding without any deleting, leaving a high storage and computing cost. However, the public 

blockchain application platform inevitably carries large-scale data. Under the current storage 

cost of blockchain, large-scale of the public blockchain based data platform is not practical. 

 

Versatility   

There are various types of data and operations in the IoT field. To fulfil diversified operations 

demands, the blockchain system needs to adapt to diverse business needs and meet data 

sharing and data security in different scenarios. This means that the proposed blockchain 

solution has to be versatile. Both structured and unstructured information could be processed, 

and side-chain research and development could meet future demands.  

 

Inefficiency of consensus mechanism 

Consensus algorithms based on PoW in the current blockchain consume a great deal of 

computational resources. In many application scenarios, users cannot obtain strong 

computational power and all mining- based consensus algorithms will face the bottleneck of 

trading speed. If the scalability of the blockchain system cannot be solved, the decentralised 

application cannot really fall to the ground. 

 

Under the above context, Cyber Physical Chain (CPChain) focuses on the scalability, security 

and real-time issues of data and transactions in the integration of the Internet of things and 

blockchain technology. First, a parallel distributed architecture of distributed cloud storage 

system and decentralization blockchain system is proposed to solve the scalability problem of 

large-scale data storage and sharing. Second, CPChain presents a new hybrid consensus 

protocol for large-scale public blockchain based on collaborative optimization design of 
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computing and communication. Finally, integrate smart IoTôs end-edge-cloud architecture 

and blockchainôs main-side chain design, CPChain aims to build an IoT self-sovereign 

identity and DPKI system based on blockchain technology, and an IoT big data sharing 

platform.  

 

2. CPChain Solution  

 

2.1 Parallel Distributed Architecture of CPChain   

 

CPChain aims to construct a basic data platform for the IoT system, providing a full process 

solution for data acquisition, storage, sharing and application. CPChain will break through 

the core underlying technology of the application of blockchain in the Internet of things 

system, and provide the infrastructure for the sharing and transaction of the data in the 

Internet of things. On CPChain, we can build data aggregation and real-time data flow 

applications to maximize the value of Internet of things data. The decentralised blockchain 

system requires the whole network node to operate on the same transaction (data), which has 

great disadvantages from the point of view of calculation and storage. It cannot give full play 

to the cooperative ability of t he distributed network system. The decentralised system can 

only follow the "barrel principle", so it is not scalable. CPChain proposes the idea of 

separating data layer from control layer, constructs parallel architecture to enhance system 

scalability, provides open data sharing function while protecting user privacy, and adopts 

distributed storage scheme. The user data is encrypted and uploaded to the cloud to reduce 

the storage burden of the blockchain and to ensure the integrity and accuracy of the data.  
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Figure 1. System architecture of CPChain 

 

Figure 1 shows the hierarchical structure of CPChain system, which is made up of physical 

layer, data layer, contract layer, application layer and control layer. Blockchain is used as a 

vertical control layer to supervise data interaction. The physical layer is the basis of data 

acquisition in CPChain, including smart phone, sensor, data gateway and so on. The 

intelligent device joining the CPChain network needs to run a blockchain node or 

communicate with the blockchain network. At the same time, it also acts as a running 

environment for the decentralization application, dealing with encryption, consensus and so 

on. The data layer processes the main data, designs different data structure and compression 

algorithm for different applications, improves the efficiency of data reading and writing, and 

the original data does not need to upload blockchain. Upload only hash values as unique 

identification of data and credentials for integrity and correctness. Raw data is encrypted on 

the user side and stored in a distributed hash table (DHT). The contract layer is the core of the 

system function. Because the intelligent contract is deployed on the blockchain, it is difficult 

to change the contract rules. Therefore, the design of the contract should be basic and 

concise, and more interactive functions should be placed in the application layer. The 

application layer is an interface between user and contractual interaction, which can be 

developed according to different requirements. The function of the control layer is 

accomplished by the blockchain. In the beginning, the public chain platform such as 
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Ethereum, which supports the intelligent contract, is used to speed up the development of the 

prototype system. 

 

The decentralised system based on blockchain technology is different from the traditional 

distributed system. In the decentralised system, computing and storage tasks are redundant. 

Each node in the decentralised node stores the same data and performs the same 

computational tasks. On the one hand, this kind of redundant storage and calculation allows 

the blockchain system to operate independently of a trusted third party, ensuring the integrity 

of the data, tamper resistance and the consistency of the system; on the other hand, excessive 

redundant data also aggravates the system's burden, making the addition of new nodes more 

and more expensive. In the long run, this model is not scalable and unsustainable. In bitcoin, 

for example, the size of the bitcoin blockchain has exceeded 210GB, which makes the new 

node spend a lot of time for synchronizing data. As time goes on, the difficulty of entering 

new nodes continues to increase. Redundant computing ensures the consistency of the system 

state, which is valuable and essential. However, the large amount of redundant data storage 

makes the system burden heavier and not extensible. In order to solve the scalability problem 

of data storage, sharing and transaction, a parallel distributed architecture is put forward, as 

shown in Figure 2. The main chain, the industry chain network and the distributed storage 

system are combined organically. As the control layer of CPChain platform, the blockchain 

no longer stores all the data of the system, but only uploads the identification and credentials 

of the data, which not only greatly reduces the storage burden of the platform, but also 

ensures the consistency of the system. 
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Figure 2. Parallel distributed architecture of CPChain 

 

In CPChain parallel distributed architecture, distributed cloud storage layer and block chain 

layer are two parallel distributed networks for data storage and computing tasks, respectively. 

The user data will be encrypted into blocks at the client side, each part will enter different 

storage nodes, and the hash credentials will upload all the nodes in the blockchain network, 

so that the data can be verified, confirmed, and so on. Parallel distributed architecture 

separates the data layer from the block chain, which not only preserves the security and 

decentration of the block chain system, but also improves the scalability and greatly reduces 

the block size. At present, many blockchain platforms are faced with the problem of capacity 

expansion, such as increasing block capacity, but only increasing block capacity will increase 
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the maintenance cost of blockchain nodes, resulting in fewer nodes and lower system 

security. With CPChain's system architecture, the number of transactions that can be 

packaged in a single block is greatly increased with the same block size, which can 

dramatically enhance the platform's transaction processing speed. 

 

2.2 Parallel Distributed Encrypted Storage, Search and Authorised Sharing  

 

CPChain adopts a parallel distributed architecture, in which the typical IoT data uploading 

and sharing process is shown in Figure 3. In order to ensure the safety, reliability and 

efficiency of data sharing in the network, CPChain creatively combines distributed storage 

technology with re-encryption technology and homomorphic encryption technology to 

achieve an efficient data access control mechanism. The detailed mechanism is explained in 

the following two aspects. 

 

2.2.1 DHT 

 

The distributed storage process of IoT data is shown in Figure 4. The system separates the 

data layer from the control layer. All the original data is encrypted locally and signed by the 

owner. After being hashed, it is stored in different nodes based on the distributed hash table 

method, so that the host cannot know the original data. At the same time, the hash value of 

the data is stored in the blockchain as a voucher for data integrity and correctness and an 

identification of the data. 

 

The blockchain also performs access control on the data. When the owner of the data stores 

the data, the blockchain stores the access rights of each data record, which can be completed 

by sending a transaction containing the ID of the data. When the user wants to take out the 

data, he/she needs to provide proof that the ID of the data can be obtained in order to obtain 

access and use rights of the data. If there are malicious nodes in the system, they may ignore 

the access rights. However, since the data is encrypted and stored in DHT (i.e., each node 

only saves a random part of the data), the impact of malicious nodes is limited. Because all 

data is encrypted on the user side, an effective data authorization access mechanism needs to 

be designed to share data. The traditional distributed hash table only holds the key-value pairs 

of the data, which is not enough for the CPChain platform. Therefore, at the data layer, 
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CPChain proposes an improved distributed hash table method, which combines the key used 

in data encryption calculation and records the correspondence between the key and the data 

block. 

 

Figure 3. CPChain IoT data upload and share 
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Figure 4. Data distributed storage process 

 

Both encryption and decryption of data consume a certain amount of computing resources. 

Facing the huge amount of data generated by the IoT system at all times, encrypting each 

data record alone is undoubtedly a huge waste of computing resources. Therefore, 

appropriate data structures and encryption mechanisms must be designed for different types 

of IoT data to meet both data security and processing efficiency requirements. The data 

generated by the CPChain platform is arranged in chronological order, organized in a chain 

structure. In addition, a time period T is set, and data in this time period is packed into 

blocks. On this basis, the encryption interval e and the upload interval u are selected, thereby 

making the chain guarantees the integrity and authenticity of the data throughout the interval. 

 

2.2.2 Data Sharing and Application  

 

The CPChain platform strips the data layer from the blockchain. To ensure data security and 

privacy, all raw data is encrypted on the user side. Since data is not visible to third parties, 

how to implement computing or sharing of encrypted data is a primary challenge for parallel 

distributed architectures. The public key encryption system adopted by classic blockchain 

platforms is no longer applicable after the introduction of distributed encryption storage, 
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because the public key encryption technology needs to use the public key of the receiver to 

encrypt the data, as shown in Figure 5, where authentication is conducted for each pair. In the 

CPChain platform, we hope that the data will be encrypted and uploaded once and authorized 

for multiple uses, as shown in Figure 6. Therefore, the CPChain platform will deeply develop 

re-encryption and homomorphic encryption technology, and integrate encryption technology 

with blockchain technology to achieve safer and more efficient data sharing and service. 

 

 

Figure 5. Public key encryption system 
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Figure 6. Public key encryption authorisation 

 

In order to realise one-time encryption and multiple authorization, CPChain constructs a set 

of symmetric encryption and asymmetric encryption based on re-encryption technology. The 

user uses a symmetrically encrypted secret key for encrypting each encryption interval, that 

is, the same key is used for encryption and decryption, and the correspondence between the 

encrypted data block and the secret key is recorded in the improved DHT. In order to 

improve the security of the data, the secret key needs to be updated every encryption interval. 

The re-encryption system based on asymmetric encryption is used to transmit the secret key 

used to encrypt data, thus ensuring that the authorization of data is limited to a single 

encryption interval. 

 

The re-encryption technology can partially solve the data sharing problem under the parallel 

distributed architecture. But its data is visible under the smart contract, so it faces certain 

security and privacy issues. To this end, CPChain will introduce homomorphic encryption 

technology to achieve computing and application functions under encrypted data, such as 

distributed encryption matching and search, to enhance the protection of user privacy. 

 

2.2.3 Market: A Data Transaction Information Integrated Platform  

 

PDash is a decentralised data transaction system based on blockchain technology. Under the 

premise of decentralization, the data design and transaction information are separated by 

modular design, taking into account the user's privacy and data transaction efficiency. The 

agent network guarantees the reliable transmission of data. In each transaction process, the 

agent node also serves as a witness between the seller and the buyer. Combined with a set of 

dispute handling mechanisms in the smart contract, reliable transactions can be implemented 

in a fully distributed system.  
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Figure 7. Market structure 

Market is the transaction information aggregation platform of PDash, served as an information 

bridge connection data between a seller and a buyer. The Market includes identity 

authentication, database, retrieval, and chain information synchronization modules. The seller 

publishes the basic description information of the owned data on the Market, which is added 

in a structured form, including the title, label, description, price and other fields; the buyer can 

retrieve the Market according to actual needs, and the searches program supports natural 

language retrieval, and matches all fields in the data information. The hash value of the data 

description information is retrieved as a data index. And the hash value, AES key, and URL 

are correspondingly stored in the local database. 
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Figure 8. Decentralised market structure 

 

The Market architecture shown in Figure 7 is a traditional server/client architecture that relies 

on centralised service provider operations. However, Market is only a platform for 

information aggregation in PDash. The whole transaction process does not depend on the 

Market, but deals with transaction logic on the blockchain. Similar to the Bitcoin wallet 

concept, Bitcoin transfers are done on the same blockchain. Users using either client will not 

affect the operation of the system. Therefore, the Market architecture does not violate the 

PDash decentralization principles. In addition, unlike the traditional mall system, PDash's 

Market adopts an elliptic curve digital signature algorithm compatible with the blockchain 

account system for identity authentication. Users do not need to register, and the Market 

operator cannot obtain user identity information. However, if there are multiple Market 

operators in the PDash system, the data information will result in fragmentation, which is not 

conducive to the free flow and aggregation of data and violates the ultimate objective of 

PDash. Therefore, CPChain designed a decentralised Market architecture based on 

blockchain, as shown in Figure 8. Compared with the traditional centralised architecture, the 

decentralised Market architecture adds modules such as local data synchronizer and chain 

data synchronizer, which are responsible for synchronizing local data to the chain and 

synchronizing the data on the chain to the local. By these new modules, decentralised Market 

ensures that any server running a new PDash Market can get the same data information, 

without fragmentation. 
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The decentralised Market has an ID generation module that generates a unique ID for each 

data published to the Market to synchronize data between the Market and the chain more 

efficiently and accurately. Whenever new data information is released, the local data 

synchronizer will synchronize the data to the chain. At the same time, the chain data 

synchronizer will periodically monitor the data on the chain and synchronize the new data 

information to the local. 

 

2.2.4 OTP: Blockchain-based Open Transfer Protocol  

 

The Open Transfer Protocol (OTP) is a blockchain-based data transfer protocol that provides 

secure and trusted data transfer between clients. OTP provides a method for clients to 

exchange data and messages using different external storage systems. Through integrated 

blockchain technology, OTP supports a trust mechanism that is independent of the specific 

user, giving users complete control over their data. At the same time, the OTP provides a 

registration function that assigns users a URI (Unique Resource Identifier) in OTP format. 

 

OTP is not only responsible for the transmission of data in PDash, but also a brand-new 

general data transmission protocol based on blockchain. The aims of designing OPT include: 

 

1.  A trust mechanism that is independent of the specific user. OTP uses blockchain to 

verify data integrity. Thus, it can verify the identity of the proxy node and provide a trust 

mechanism during data transmission without relying on any specific user or trusted third 

party. 

2. A high degree of compatibility. Considering that different users tend to store data in 

different cloud storage systems, OTP has designed a compatible solution, and the OTP 

client can interact with heterogeneous storage systems. 

 

3. An access control that the user can fully control. OTP integrates a very detailed access 

control scheme. The data is completely controlled by the user. Users can authorize 

different proxy nodes to access their own different data. 
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4. Excellent scalability. OTP is designed to tolerate rapid growth in terms of data volume, 

number of users, and visitor volumeɺ 

 

5. Simple trading logic. We use the network composed of proxy nodes as the data 

distribution network, to bridge between the sender and the receiver of the data, handle 

complex network functions. Simplifying the logic of the client and making the data 

transmission easier and lighter make a great difference in the IoT devices.  

 

2.3 Dynamic Proof of Reputation (DPoR)  

 

CPChain adopts Dynamic Proof of Reputation (DPoR) consensus, which developed by 

Shanghai Jiao Tong University Distributed Smart System Lab. DPoR consensus divided the 

whole blockchain system into three layers (Figure 11). Civilians will become to RNodes if 

they passed admission. Designed algorithm would elect part of RNodes (second layer) to 

form dynamic committee (third layer). The third layer is designed to solve blocksô adding, 

verifying, broadcasting and building issue among the committee nodes. In summary, DPoR 

architecture could solve three main consensus issues of a large-scale network, i.e., nodes 

reputation value assessment, nodes election and Byzantine Fault Tolerance (BFT) 

determination among the committee.  

 

 

Figure 9. CPChain DPoR consensus architecture 
















































































